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1 On Infrastructures

The internet was envisaged as a way to connect a world of
different devices. The early design principles of the internet
centred openness and interoperability—principles intended
to ensure that no matter what kind of device you brought to
the party, as long as you had a connection, you could take
part in the fun without needing permission or a specific,
proprietary bit of tech.! While this principle still holds true
regarding a bare-bones connection to the network, people’s
experience of the internet is now much less about how you
plug your device into it, now Wifi and mobile data are every-
where. It’s more about what you can do when you are on the
internet with the device that you are using.

Devices matter to internet law for architectural reasons.
The design of the internet makes it difficult to exert control
from the network itself. Just because someone controls the
telephone masts, cables or satellites, does not mean that they
are able to meaningfully see, navigate or control the data
flowing through this network. Even for the most powerful
states with the most powerful intelligence apparatuses have
been less and less able to snatch data from the middle of
the network since Edward Snowden’s leaks about US intelli-
gence operations led to a massive uptake of the encrypted
Web (the ‘S’ in HTTPS).

As the network has been a less important method of con-
trol, the most significant power in the modern internet has
come from those who control the devices that are connected
to it, and the platforms and services that people access from
these devices.? In this chapter, we provide an introductory
overview to some of the types of power and the legal issues
that emerge from a focus on these devices, and indicate
what those studying internet law might need to know to
best think about this power.

Devices you connect to the internet with form part of a
broader concept of infrastructure. The concept of infras-
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tructure differs across academic fields. It is more of a way of
thinking about technologies; a frame to use when it seems
useful and appropriate to do so rather than a binary category
into which technologies fall or do not fall. An infrastruc-
ture is something facilitative of other human activities, and
typically enables the production of downstream goods and
services.® Users of infrastructures often feel that they are
generally within them rather than engaging with them explic-
itly and specifically, learning to take them for granted over
time, and often only really noticing them when they break
down and their real importance becomes apparent.* For
example, people do not see that Amazon’s cloud computing
is such an important component of modern services until
Amazon reports a widespread server outage and unexpected
things in society stop working.

Infrastructures work in the background, but they do not
typically work in a way we can think of as entirely neutral.
They can advantage some actors over others, and create
and exacerbate power relations between them. Some busi-
nesses have more power to access certain infrastructures
than others, and some governments have more potential to
reconfigure and intervene in them than others, given the
characteristics of their jurisdiction or the economic levers
they are able to pull. Some actors might be excluded from
them entirely — think of a country or individual subject to
US sanctions. All of these issues are important for studies
of internet law and policy.

Infrastructures do not have to be some physically grouped
or continuous thing like a data centre (although they can
be). Infrastructures also exist in our pockets. In this chapter,
we will look at pocket infrastructures. Through the lens of
the smartphone, we will understand more about how infras-
tructures intersect with internet law issues, and how the
law is perhaps starting to engage more directly with digital
infrastructures than it used to. To ground us and provide a
continuous case study, we will do this specifically through
the lens of the Apple iPhone, a paradigmatic and in some
ways quite extreme example of exerting power through de-
vice control.

We will first look at issues that come from how these de-

vices constrain the kind of software that can run on them.

From there, we look to state surveillance, how these infras-
tructures facilitate and resist being co-opted by states. We
then look at corporate surveillance — a hybrid of the first two
topics — to consider how infrastructures shape, enable and
constrain the kind of behavioural analysis that is possible
of individuals. Finally, we will look at how infrastructures
such as the iPhone might facilitate information gathering
and surveillance, by considering emerging issues in privacy-
enhancing computation enabling such firms to analyse data
without bringing it all together in one place.
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2 There’s No ‘App’ For That: Constraining
software

When the internet was in its first few decades, especially
from the late sixties onwards, individuals’ devices typically
ran programmes that those individuals actively chose to
run, and which they could extensively customise and con-
trol. No single computer company had enormous sway, and
the world had many very different, customisable devices
that could run software programmes. Operating systems
existed (and the market for them was fast consolidating
around Microsoft Windows and Macintosh towards the end
of that period) but they did not do too much to limit what
people could do. Those firms instead favoured a strategy
of encouraging a market of software developers to exist,
largely to create as many new and exciting reasons as possi-
ble for people to purchase more of these strange ‘personal
computers’.5

Over time, business models relating to computers and the
internet have changed drastically. This change culminated
in the smartphone. The smartphone is without doubt the
most commonly owned way for individuals on this planet to
use the internet. With the smartphone, all software applica-
tions soon became just an ‘app’. In a way, this was more than
just a name change; it signified a new era of infrastructural
power and control.

When the iPhone was released in 2007, there were no
‘apps’ on it as there are today. There was no App Store.
Individuals could use a small handful of preinstalled soft-
ware, including a calculator, a notepad, and a collaboratively-
designed Google Maps service. They could also use websites,
and they could save these websites to their homepages as
‘web apps’ (which had some limited ability to interface with
the capabilities of the phone). They couldn’t do much more.
Indeed, one of the most bizarre things about the iPhone
was just how limited it was compared to other devices at
the time. Even if you wanted to, you couldn’t build, buy,
download or install any more software on it.

Even when the App Store launched the next year, this re-
mained the same. No apps from any other sources could
be installed. This set it apart from other smartphones and
handheld devices — Apple had designed the operating sys-
tem to severely restrict the capabilities of the user. In a
world of eager hackers, this didn’t last. In fact, it was only
two weeks before hackers released a ‘jailbreak’ for the iPhone
which bypassed the restrictions that Apple had placed, and
allowed adventurous users to build and install their own
custom software (albeit at serious risk of a voided warranty
and a ‘bricked’ — a broken — device).

Over time, this power solidified. It became harder to 4ail-
break’ and install custom applications on phones. Develop-
ers were forced to use the App Store to distribute software,
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and users were forced to go there to increase the functional-
ity of their devices. All software had to pass the rules of the
App Store — in 13 minutes per app, analysis in Cupertino de-
cided what kind of apps were allowed, and which were not.°
This meant that some types of software, despite technical
feasibility, simply could not be made for Apple devices.

These rules and their implementation have been subject
to a great deal of criticism. Some relates to very serious
concerns. Inlate 2025, the US government contacted and
pressured Apple to remove the ‘ICEBlock’ app from the App
Store, designed to let people alert others about sightings
of US immigration enforcers.’ This followed conceptually
similar police tracking apps being removed in Hong Kong
in 2019.8 Apple also acceded to government demands to
remove VPN apps used to circumvent Web censorship in
China, and to remove a tactical voting app produced by
Alexei Navalny in Russia.”

While some apps are removed in relation to government
pressure or based on controversial interpretations of Apple’s
own rules, others are not removed when they appear to
seriously violate them. It took two years for Apple to take a
more active stance on removing Al ‘nudification’ apps from
the App Store, used to make non-consensual sexual imagery,
as the firm refused to engage with the fact that while on the
store itself, these apps were advertised as ‘face swap’ tools,
they advertised their abusive potential widely across adverts
on porn sites.’® In 2026, as Grok, the Al tool attached to
social media company X, was accused of unclothing and
sexualising images of children upon request, Apple did not
remove the app, and the UK government clarified that its
intended prohibition on the distribution of nudification
apps would not apply in this situation.!? This was despite a
similar situation in 2018 relating to Tumblr leading to the
app’s immediate, somewhat mysterious takedown, followed
by an entire overhaul of its content moderation policies in
an effort to be let back into the store.?

Furthermore, as Apple increased the functionality of
iPhones with new sensors and capabilities, they designed
the whole device so that not all apps could make use of
these new features. Just because the hardware on an iPhone
could do something in theory, does not mean an app could
make it do it. Some features, such as the ability to ‘tap to
pay’ using near-field communication (NFC), were only avail-
able to software that Apple made. Other features, such as
Bluetooth, were only available in a limited, constrained way.
This is done through limiting the availability or functional-
ity of application programming interfaces, typically called
APIs, which are ways that one piece of software, such as an
app, can ask another, such as the operating system, to do
something.

For example, even though iPhones had all the technical
hardware needed to scan passports (requiring the same NFC
technology used in contactless payments), Apple prohibited
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the UK government from using their ‘private’ (Apple-only)
APIs in an app after the vote to leave the European Union to
register EU citizens in the UK, despite ministers travelling
to California on multiple occasions to grovel for this abil-
ity.1? In the end, the UK government had to ask people to
use their friends’ Android devices, which were more permis-
sive. Relatedly, in 2020, Apple refused repeated requests
of ministers with responsibility for health in England and
Wales to allow the government to use always-on Bluetooth
for contact tracing purposes in a more invasive way that the
manner they had proposed, leading to the eventual redesign
of the contact tracing programme.’*

On top of this, there is an array of infrastructural power
that, often in the name of security, reduces the amount
to which devices can be altered and repurposed. Much of
this hails initially from the world of copyright and intel-
lectual property. As computers and the internet made it
easy to share and copy files and content, makers of content,
software and hardware firms collaborated to solidify infras-
tructural power to limit users from doing so. Julie Cohen
has called these arrangements ‘architectures of control’, and
they have expanded in scope and reach in recent years.'®
When Netflix streams video to an iPhone, a user cannot take
a screenshot or record the screen. This is not a simple volun-
tary instruction that Netflix gives; the video is played using
a combination of encryption and Apple’s ‘secure enclave’,
a piece of hardware that is used to put a hard separation
between some functions of the phone and others to create
a guarantee that certain tampering or cross-contamination
of code or information cannot happen. The section of the
screen that is showing the decrypted video is isolated from
the rest of the iPhone, meaning that it cannot be screenshot-
ted or recorded by any app or process.'® More and more apps
and processes are using the secure enclave, from the stor-
age of biometric readings to unlock your phone, to banking
apps seeking extra security, to cryptographic functionality
in the COVID-19 Bluetooth contact tracing apps used in the
pandemic. There can be security benefits from the isolation
and guarantees the secure enclave provides, but on the other
hand, the technology cannot be scrutinised (because it is
designed to not be examined or tampered with). The use
of it does not just secure software against attackers, but it
also can guarantee that functions of this software cannot
be interoperated with or played with by other apps. The
iPhone’s on-device Al also makes use of the secure enclave,
requiring it in order to access other files and services on
the user’s device, allowing, at the time of writing, Apple to
hold a monopoly on on-device Al that can work across the
messages, media and more stored on a user’s phone.
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3 App law?

How should we understand ‘apps’ and their surrounding
environment in relation to legal frameworks? As will be
seen in the rest of this chapter, to do so requires a certain
amount of legal eclecticism, as there is no single body of law
that relates to ‘apps’ or software, let alone infrastructures,
yet challenges we see emerging in one area have conceptual
applicability across many, requiring internet lawyers to have
solid familiarity across a large number of frameworks and
regimes.'’

It is worth noting that the power to constrain software
held by Apple has been significantly amplified by the fact
that Apple has, for a long time, resisted any calls to allow
for alternative methods to distribute software for iPhones.
In the UK, this is still the case. In the European Union, the
Digital Markets Act now obliges the company to permit the
installation of alternative app stores, which to some extent
mitigates this issue.® It has also forbidden an operating
system such as the iPhone’s iOS to only give functionality to
Apple applications or services.'® These are unwieldy, under-
specified provisions which have not generated, at the time
of writing, notable or thriving alternatives, nor the aware-
ness amongst European consumers that any alternatives
exist. Apple has, furthermore, refused to de facto extend
these rights jurisdictions such as China or the US, where we
have seen some of the above controversies. Even European
travellers to these jurisdictions find that their existing apps
installed through a third-party app store cease updating
after a month or so (a point we shall return to later). Euro-
peans have had some functionality disabled (such as Wifi
network sharing between Apple Watches and iPhones) so
that Apple did not have to grant these permissions to third
parties.

Some laws seek to ensure this infrastructural power to
constrain software is wielded more responsibly. A new gen-
eration of platform liability law seeks to more deeply involve
the state in the above decisions, as well as require some pro-
cedural fairness for developers whose software is disabled

or removed. In the UK, the Online Safety Act plays this role.

While it arguably already applies to app stores in relation to
some of their functions, the government retained powers to
make extensive secondary legislation to regulate the process
of app store moderation, as well as giving itself extensive
powers to make orders to app store to remove apps.2° In the
EU, the Digital Services Act would apply to moderation on
app stores, and contains a variety of mechanisms to ensure
that these processes are fairer.??

These two legal approaches — opening up, and making
use of a bottleneck to govern — clash, which in turn reveals

some of the core issues around infrastructural regulation.

While the Digital Markets Act seeks to dilute infrastructural
power, the Digital Services Act seeks to make use of this
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power to achieve policy aims, such as blocking or shaping
the software market. In the United States, some have argued
against alternative app stores precisely because of the lack
of constitutional feasibility of creating a similar law to the
Digital Services Act due to First Amendment free speech
jurisprudence. They argue that the concentration of infras-
tructural power, and the privatised decision-making that
results from it, is preferable to the governance vacuum in
the US they expect would exist were these chokepoints to
be weakened.?? Others have argued that the assumption
behind the Digital Services Act is that big actors have to
stay big in order to remain powerful and wealthy enough
to govern societal issues, causing significant problems of
power imbalance in society and leading to today’s digital
oligopolies.??

Much of the infrastructure used to lock down and control
devices is not just technologically protected, but has been
legally protected too. Copyright owners, which can those
writing the code for software, have the right under copy-
right law in the UK and many other parts of the world to use
technological protection mechanisms (TPMs) — effectively,
governance through code — to avoid unauthorised copying.
Not only does the law give copyright users a right to do
this, it holds liable, including criminally, entities that sell
or distribute tools to tamper with these mechanisms.?* The
act of tampering is seen as the same as copyright infringe-
ment from a tort perspective, even if the individual may
have had a legal route to copy the content they attempting
to unlock to copy (because, for example, it was for parody
or news reporting).>> Such legal protections layered upon
technical protections pose serious threats to what has been
termed the “freedom to tinker”, affecting both individuals
and competing businesses seeking to understand, build and
innovate upon an existing infrastructural base.>®

4 Infrastructures and state surveillance

We now turn specifically to issues concerning the surveil-
lance of individuals. Some of this concerns specific con-
straints on software and extends the discussion above, but
in other areas, issues such as security and the facilitation of
data collection and/or analysis play a larger role.

Devices are stores for much of the most sensitive data that
people accumulate. They are the gateway for the majority of
communications made by people over networks. They con-
tain increasingly advanced sensors able to detect aspects of
how they are used and the environments they are in. They
also can leave traces and signals in our environments. These
are signals that other sensors — and therefore other actors —
can pick up and use for identification and tracking. Because
of all the above, they are prime targets for those who wish
to engage in surveillance, including corporations, govern-
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ments, and even other individuals.

With this infrastructural capacity and power comes the
responsibility to secure it against attackers. Hackers, such
as those from state national security apparatuses, have long
sought to turn phones into data mines, remote microphones,
or location beacons. To do so, they seek ‘zero-day exploits’,
bugs in an iPhone that Apple is wholly unaware of.2” These
exploits allow for the installation of spyware: software with
heightened privileges on a device typically capable of ex-
filtrating data and executing commands. The GCHQ pro-
gramme WARRIOR PRIDE centred on creating smartphone
spyware that could retrieve files from iOS and Android de-
vices, turn on the microphone at will, and geolocate victims,
with each functionality given a different name of a ‘Smurf’
character, such as ‘Nosey Smurf” for the microphone capa-
bilities.?® The Pegasus spyware was a later scandal. Pega-
sus is political explosive technology from Israeli software
company NSO Group, a private firm selling surveillance
technologies to governments which may not be able to set
up extensive in-house development as GCHQ and the NSA
can and have. The firm provided, effectively, state-level
hacking-as-a-service. The Pegasus tool effectively allowed
full, secret, real-time access to the functionality of some-
one’s smartphone. It was widely used by repressive regimes
around the world, including being associated with the mur-
der of journalist Jamal Khassoggi by the Saudi Arabian state,
and surveillance of political adversaries and civil society
members.?? Significant infrastructure providers require sig-
nificant constant investment to protect users against such
threats. In the cybersecurity space, being faced with a ‘state-
level actor’ is commonly understood to be the hardest task
to defend yourself against.

In situations where smartphone infrastructures suc-
cessfully defend themselves and their users against
state-level technical attacks, states might turn to the law
instead. This enters a topic often called the ‘crypto-wars),
a term referring to law enforcement interests seeking
legal remedies against technologists (in varying guises) to

limit or compromise the use of encrypted communication.

As communication, computer and encryption usage has
become more complicated, so have the nature of these
‘wars’>? Law enforcement often seeks to create ‘back doors’
into a secured system. This already sets up infrastructures
for legal tensions — how to balance security and access.
For example, European legal frameworks for smartphone
security include obligations (in the relevant approved
standard) to only weaken encrypted communication for
reasons of interoperability, not law enforcement.>! Many
think such a balance is not possible, particularly as many
adversaries are foreign governments, and to weaken in
relation to some governments can create weaknesses others
can exploit. As Apple’s CEO, Tim Cook, said in 2015, “you

can’t have a back door that’s only for the good guys”.>?
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We see the clash of technical and legal methods when we
look at the encryption of the files on smartphones them-
selves. Smartphones are typically encrypted so that individ-
uals with physical possession of the phone cannot access its
contents without the permission of the owner. Such encryp-
tion practices came to a head in 2015 when, after the San
Bernadino shooting in the United States, the FBI sought
support from Apple in decrypting a device — support which
Apple did not provide.>* The case was working its way to
court, however the case was withdrawn after the FBI availed
itself of the services of a private firm, almost certainly the
Israeli firm Cellebrite, to crack the phone open.>* This high-
lights an ongoing cat-and-mouse game, as these firms can
often not unlock the very latest operating systems as Apple
fortifies its infrastructure, but can compromise earlier ones
from older or non-updated devices.?®

To a degree that is yet to be fully tested, the US constitu-
tion gives American firms legal tools against some of these
demands, creating challenges that internet lawyers should
be aware of, as they have global repercussions. Govern-
ments requiring firms to make changes to their infrastruc-
ture would likely hit upon issues of ‘compelled speech’, which
includes bespoke programming they are asked to do for pol-
icy ends, triggering the difficult test of ‘strict scrutiny’ under
the First Amendment. This jurisprudence, developed in
relation to religious speech, is increasingly playing a role
in limiting the grip of US tech regulation or intervention,
leading to challenges that the policy is not narrowly tailored
enough for a compelling state interest, or that the state in-
terest itself is insufficiently compelling.® Historically, the
US regime has provided mixed blessings to the state of the

regulation of infrastructural power throughout the world.

On one hand, it has been political and legally difficult for
both the US and non-US jurisdictions to direct the infras-
tructural designers at a company like Apple to do or not to
do a certain thing, providing some level of shielding against
meddling that international human rights law has not ac-
tively provided. Constitutional limitations on the ‘speech’
of firms like Apple might protect infrastructural change,
assuming that firms take such legal battles, and are not pres-
sured in other ways.>” However, neither the US constitution
nor its intelligence laws provide much in the way of rights
or redress to foreigners who the US state wishes to learn
about using the investigatory powers permitted within that
constitutional framework. Most notably, this includes any
information stored on US-affiliated cloud services which, as
revealed by Edward Snowden, is examined for even mun-
dane political surveillance.>®

Some of this narrative is changing slightly, as both legal
demands upon infrastructures, and growing demands for
so-called ‘digital sovereignty’, are splintering technology
regulation. While has long been the case, especially since the
CJEU judgment in Google Spain which established the ‘right
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to be forgotten from search engines in the EU,*° that services
delivered across the world differed, for example in what they
provided and what they blocked, we are seeing a growing
willingness for firms to provide different infrastructures,
such as smartphone operating system functions, depending
on where users are located.

In the surveillance space, this splintering of surveillance

and infrastructural governance is playing out in many fora.

One follows the UK demand, under the powers in the In-
vestigatory Powers Act 2016, to require Apple to redesign
their ‘Advanced Data Protection’ system to allow law en-
forcement access. This system is a way that smartphone
infrastructures can be designed to hold and manage keys
and data such that cloud services and backups, such as for
photos, videos, messages and even documents, are inaccessi-

ble even to Apple, known as end-to-end encrypted storage.

It responds to the PRISM programme revealed in the Snow-
den leaks, which found that companies could be easily or-
dered under US law to provide access to encrypted files held
by cloud companies.* It is also common knowledge that
this remained (and often still remains) the weak point of
many encrypted messenger services, as while such services
encrypted the messages between two recipients, one indi-
vidual of them might be making an unencrypted backup
of their device which contains all the messages, and this
backup could be obtained by a requesting state, or obtained
through hacking into their accounts. Until the launch of the
(optional) Advanced Data Protection scheme, the data in
Apple’s iCloud service could be accessed by Apple, and thus
vulnerable to a warrant.*! Advanced Data Protection, when
enabled, meant that it was not.

In 2025, a secret order was made by the UK Home Sec-
retary to Apple, requiring the firm, under a ‘technical ca-
pability notice’, to compromise the design of its system to
enhance law enforcement access.*> The existence of this
notice was leaked, likely by Apple itself as a method to lobby
against the decision, to the Washington Post.*> The post
was likely chosen as a non-UK newspaper that could cover
such issues more freely without risk of the type of extreme
reporting injunctions possible in the UK when national se-
curity issues are involved.** Legal action relating to this
is ongoing,*® but the issue notably became more political
when the Trump Administration took a stance on it, with Di-
rector of National Intelligence Tulsi Gabbard pointing to the
risks that this request, given its jurisdictional scope, would
have on Americans.*® The UK government stood down this
request, but it is unclear at the time of writing whether they
have altered the jurisdictional scope and reapplied for it.

Relatedly, the UK Government has codified an unprece-
dented legal power in relation to smartphone infrastruc-
tures, security and privacy. The Investigatory Powers Act
contains, as of a 2024 amendment, a pre-notification re-
quirement which applies to operating system providers of
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smartphones. This requires such providers, including Apple,
to notify the Secretary of State in relation to any changes to
their device which might affect their ability to provide data
in response to a warrant.?’ Introduction of encryption onto
messaging services, for example, would have to be notified.
The idea here is that it is easier to stop something than it is
to undo it after it has been implemented. While the struc-
ture of the law does not technically require the Secretary of
State’s approval, they can, after receiving notice, issue a an
order to prevent or alter this change under different legal
powers, making it a de facto gatekeeping obligation.*®

5 Jurisdiction and sovereignty

Such orders to change or alter infrastructures for surveil-
lance or other purposes have global effects in practice, even
if they do not necessarily require it in law. Even were an
order to draw narrow jurisdictional boundaries, such bound-
aries have to function technically, and they typically do
not so do well or robustly. This is the benefit of governing
through code compared to the messy jurisdictional question
that often plague internet law — in practice, ‘the jurisdiction
[..] is the network itself’*° — but this also can serve as its
drawback when there are many clashing laws and ideals.
This is because infrastructures shape features and services
that sit atop of them, rather than are delivered immediately,
transiently and transactionally at a given moment.

Some infrastructural laws’ jurisdictional scope functions
based on where a user is at a given moment of use. Euro-
pean roaming rules, which cap wholesale and retail mobile
telephony costs, are an example of this. Users step into or
out of different regimes and can have their billing calculated,
whether they are a user or a resident.”® However, a user can-
not step in and out of infrastructures such as end-to-end
encryption so easily without breaking them. For example,
imagine a regime that removes encrypted protection on
new data created depending on the jurisdiction a user is
currently in. Such a regime opens up the possibility of an
attack possible anywhere in the world, including outside
of the jurisdiction that made the order, by ‘fooling’ a user’s
device to think they are in a different jurisdiction to the one
they currently are in. Similarly, challenges emerge when peo-
ple communicate across jurisdiction, such as when someone
from a regulated jurisdiction is added to a group chatin a
non-regulated jurisdiction. Laws that are introduced where
encrypted storage is already present, insofar as they require
decryption of already-encrypted data, run into challenges
around how this can be done, as by definition the provider
has very limited ability to decrypt end-to-end encrypted
data without user co-operation.>?

Much depends on whether the provision reduces security,
as the above would, or if it is about the provision or non-
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54 Gabbard (n 4).

provision of an optional, separate service. Apple currently
enforce the Digital Markets Act, mentioned earlier, in a man-
ner related to the location of the user, switching them into
the European regulatory system after a certain number of
days — meaning they can install apps from outside of the
App Store — and out after another number of days.>2 As the
regulation is silent on how to manage this type of transition,
this is an issue that may play out in the courts.

Some obligations to regulate infrastructure also work on
the basis of where a device in the infrastructure was sold,
rather than where the user is. This means that while devices
look the same on their face, they may differ in terms of the
underlying technology and functionality, creating a two-tier
governance system that affects users regardless of where
they move. For example, iPhones sold in mainland China
run similar services to those in other parts of the world,
but the cloud servers are operated in a joint venture with
a company from data centres in Guizhou, chosen by the
company in a botched effort to win favour with a promising

local official they thought may succeed Premier Xi Jinping.

It is unclear, and matter of constant factual dispute, as to the
extent to which Chinese user data is available to the Chinese
authorities.”® Such governance steps around the issue of
changing servers and standards, but in turn requires import
controls in order to segment the regulated infrastructure in
the market from the non-regulated infrastructure on sale
outside of it.

The situation as it stands is that laws relating to surveil-
lance and infrastructure rarely try to limit the jurisdictions
that they affect, even if their orders only require certain
jurisdictional results in order to consider any obligations
discharged. The result of this can be clashes, and general
unworkability, especially in the areas of national security
where sovereignty issues are often at the fore. Such laws
attempt to alter infrastructures in the name of security, but
that precise same type of alteration happening externally
can threaten the same security of these states. The dynamic
of how this plays out across the world in a world of shared
infrastrucutre is, therefore, very important.

States could try an resolve these tricky issues through
international agreements — the US referred to a potential
breach of the CLOUD Act restrictions on mutual surveil-
lance of US and UK citizens when it engaged in a political to-
and-fro regarding the Apple Advanced Data Protection Sys-
tem.”* Yet these agreements are not only difficult to agree
but difficult to monitor and enforce if they are agreed.

Instead, a core emerging reaction has been for govern-
ments to seek greater national control of digital infrastruc-
tures, potentially reducing the heavy interdependence and
allowing more independent action. The smartphone mar-
ket, a duopoly of two operating systems in the West, will
be daunting to splinter meaningfully. The only real excep-
tion so far is to be found in China. Huawei’s HarmonyOS
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operating system, with its version 5 launched in late 2024,
is truly distinct from Android and iOS, although unavailable
elsewhere in the world at the time of writing.

6 Infrastructure and corporate surveillance

We now turn from state surveillance to consider surveil-
lance more widely. Devices both contain sensitive data and
are ways to access and target individuals for commercial
purposes. It is therefore no surprise they are incredibly
desirable for corporate surveillance.

There are so many apps in the world. The locked down
nature of iOS makes studying them, including their surveil-
lance practices, very difficult for scholars or regulators to
do.>” Data protection regulators have demonstrated limited
capacity to regulate all the software in the world, and there-
fore it is questionable to what extent the law functions as
a deterrent to invasive tracking practices by firms.°® The
result of this is that the enforcement vacuum has been some-
what filled, at least in part, by the private governance pro-
vided by the app store and the smartphone infrastructural
ecosystem more broadly, as discussed above.

Data protection law does not explicitly place obligations
on app stores or smartphone infrastructures, instead fo-
cussing on the concept of the data controller, the actor who
determines the means and purposes of processing.®’ In a
classic understanding of European law, an app store is an in-
termediary and an app is a controller. Unlike much internet
law, which tries to go after chokepoints in a network in or-
der to not have so many entities to regulate directly,”® data
protection law is structured as to only be able to go after
entities that themselves have a hand in the data processing
in question. This has been a core tension in the law, expand-
ing the notion of controllership to many ‘joint controllers’,
some of which have an infrastructural role, meaning that
while European data protection law does not consider in-
termediaries as within its scope definitionally, it can try to
incorporate those category of actors as the direct actors to
be regulated.>’

A core question is to what extent smartphone infrastruc-
tures should have responsibilities for the content they facil-
itate. Scholars have already documented the roles they are
taking in the privacy space, and these roles are gaining in
scope and complexity over time.®? Given the visibility over
the code submitted to Apple and the functions of the phone
being requested, the App Store is an important potential
gatekeeper here. The App Review guidelines replicate some
of the higher level principles of data protection law, includ-
ing purpose limitation and data minimisation in relation to
data collection inside the app. In 2023 - 4, Apple claims to
have rejected 375,000 apps from the App Store on privacy
grounds.®?
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We also see that the Apple operating system has built in
restrictions which serve regulatory functions. In order to
use sensors capable of more invasive data collection, the
app has to make a request to the operating system for the
sensor via an API. A deep part of the operating system called
the kernel checks each of these requests to see whether the
app has permission to do so. Some permissions need to be
granted by Apple itself as an ‘entitlement’ at the point of
review to qualify for App Store listings. Others (also) require
user consent, which cannot be done in a way that the app
designs or chooses, and cannot be skipped or hidden, but
requires the use of operating system designed boxes which
are prominent and intrusive. These are not signals that the
app can choose to disregard. If the consent from these boxes
is not given, the app cannot complete the activity, as the
smartphone infrastructure forbids that data or command
flow to happen.

The smartphone infrastructure also facilitates law in other
ways, forcing transparency and accessibility of legal require-
ments. For example, unless a qualitative purpose is given
to the user when certain invasive sensors, the camera, the
microphone and similar are requested to be used, the con-
sent boxes are designed to crash the app immediately.®? In
doing so, this functions as an accountability mechanism
that can trigger data protection law obligations, important
as granular purposes for data processing are often missing
from data controllers’ information to data subjects.. Apps
similarly have to link to an existing privacy policy with cer-
tain features to be permitted onto the App Store, making it
visible to regulators and users.

In the words of Tania Bucher, an API can be an ‘object
of intense feeling’ among developers and other interested
parties.®® The most intense feelings around Apple’s privacy
practices in relation to third party developers have centred
around the AT'T (App Tracking Transparency) system. Apps
used to be able to use an API to request the unique, perma-
nent ID of a user’s phone without permission, which would
allow them to link a user across different installed apps to
connect behavioural tracking data. After a million of such
records leaked alongside usernames, zip codes and more,
claimed to be stolen from an FBI laptop by a hacking group,
Apple phased these out for an identifier that could be reset
by the user through a deeply hidden setting in the system
options.®* In 2021, Apple introduced ATT, removing the
previous identifier, and requiring users to say yes to each
app they want to permit to link their tracking data to data
collected in other apps on their device, and giving an option
for users to turn off apps’ ability to ask them.

These infrastructural changes led to the advertising in-
dustry projecting massive losses. While there was a likely
significant economic impact on some firms, the industry was
not left in tatters as some predicted. Data analysis indicates
that few firms exited the market, and instead they generally
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adapted to the changed environment.®®

Competition authorities have been active in taking cases
against this infrastructural change. Given that apps are
broadly non-compliant with data protection law, and en-
forcement of this law is lacking, ATT has been somewhat
effective in mitigating some of the most egregious harm
from illegal data collection, even though ATT did not em-
anate directly from a legal requirement.®® Competition au-
thorities however argue that apps have to gain two sets of
consent in order to track users now — the Apple technical
consent via AT'T, then a set with legal characteristics, and
try to draw a comparison between the consent flow for third
party apps and other consent flows in the iOS infrastruc-
ture, although these are often little strained given they have
different purpose than tracking across apps. This, they ar-
gue, unacceptably advantages Apple, or acts as a barrier to
competition. This area is one of deep tension. Some argue
that data protection is in general used as a shield to prevent
competition law enforcement.®” Others see AT'T as a valu-
able contribution to adding human rights constraints to a
de facto unregulated market that competition authorities
should step back from.®® Scholars note that it still leaves
large room for tracking even when consent is refused — room
that firms are still making use of.® The advertising industry
was livid — the head of the major industry body confusing
commentators by calling those concerned about privacy in
the sector ‘extremists’.”’

This is all made more confusing by the fact that data pro-
tection law, including recent and proposed amendments in
the UK and the EU, places more, not less, emphasis on using
browsers and operating systems to send signals to ask apps
not to track. UK law now states explicitly that the signify-
ing of consent in the context of tracking such as cookies
may happen through the “amending or setting controls on
the internet browser which the subscriber or user uses” or
“using another application or programme”, the implication
being that such consent is not given in the context of tai-
lored, persuasive messaging provided by an app, yet is valid
regardless.”! The European Union, at the time of writing,
is proposing an ‘Omnibus’ reform of data protection law
which has related provisions. This follows the broad history
of ‘do not track’ obligations, which typically failed due alack
of agreed standardisation that the industry would respect,
and lack of specificity in the laws that reference them.’2

All in all, we see smartphone infrastructures as highly
contested sites of privacy regulation, subject to legal claims
from multiple direction in relation to their exercising of
power in this space. To what extent we move to regulate
through them more, or attempt to prevent them from reg-
ulating entities that rely on them in the name of the free
market, is yet to be seen.

15

65 Cristobal Cheyre and
others, “Did Apple’ s App
Tracking Transparency
Framework Harm the App
Ecosystem?” [2023] CESifo
Working Paper No 10456
DOI: 10.2139/ss111.4467977.

67 Giuseppe Colangelo, “The
Privacy/Antitrust Curse:
Insights from GDPR Ap-
plication in Competition
Law Proceedings” (2025)
70(1) The Antitrust Bul-
letin 113 DOI: 10.1177/
0003603X241283975.

69 Kollnig and others (n 6).

71 Data (Use and Access)
Act 2025, sch 12; amending
Privacy and Electronic Com-
munications Regulations
2003.


https://doi.org/10.1145/3531146.3533116
https://doi.org/10.1145/3531146.3533116
https://epic.org/lets-not-get-competitive-about-tracking-mobile-users-how-eu-competition-authorities-are-threatening-to-roll-back-privacy-protections-on-ios/
https://epic.org/lets-not-get-competitive-about-tracking-mobile-users-how-eu-competition-authorities-are-threatening-to-roll-back-privacy-protections-on-ios/
https://epic.org/lets-not-get-competitive-about-tracking-mobile-users-how-eu-competition-authorities-are-threatening-to-roll-back-privacy-protections-on-ios/
https://epic.org/lets-not-get-competitive-about-tracking-mobile-users-how-eu-competition-authorities-are-threatening-to-roll-back-privacy-protections-on-ios/
https://epic.org/lets-not-get-competitive-about-tracking-mobile-users-how-eu-competition-authorities-are-threatening-to-roll-back-privacy-protections-on-ios/
https://epic.org/lets-not-get-competitive-about-tracking-mobile-users-how-eu-competition-authorities-are-threatening-to-roll-back-privacy-protections-on-ios/
https://doi.org/10/gdxwds
https://doi.org/10.2139/ssrn.4467977
https://doi.org/10.1177/0003603X241283975
https://doi.org/10.1177/0003603X241283975
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7 Facilitation of data analysis and
information asymmetries

Lastly, smartphone infrastructures can facilitate data anal-
ysis and collection in more sophisticated ways than websites,
services or apps. These methods are becoming increasingly
important.

Contemporary software engineering relies heavily on a
methodology called ‘agile’ development to proceed. This
relies on constant feedback on how users use a software,
and frequent updates being delivered to the software, such
that users are in a situation of ‘perpetual beta, with the in-
frastructure and its capabilities shifting all the time.” This
contrasts to users subjected to the staggered release familiar
from the days when people bought occasionally bought the
latest version of software in oversized boxes from shops.”*
Al development builds on this, taking constant feedback
from humans in order to tweak, detect errors and generally
improve models for their next versions.

Smartphone infrastructures could facilitate the collection
of plenty of data and pass it to the entity that builds the
system. Some do, at least at times. But as mentioned, these
devices record some of our most sensitive experiences, and
data flows from them to a firm like Apple en masse would
attract consumer attention and regulatory ire. Unlike the rel-
ative free-for-all of the app markets described above, smart-
phone manufacturers are easy, rich targets for data regula-
tors, and collection of too much data would lead to a liability
timebomb.

This is one of the main reasons why smartphones are at
the frontier of technology deployment in a field varyingly
known as ‘privacy engineering’, ‘privacy-enhancing tech-
nologies’ or ‘confidential computing’ These technologies
seek to enable the completion of tasks, learning about the
world, or the training of models, without transferring any
more data about identifiable individuals than needs to be
transferred.

That need, it turns out, can be quite low if you have enough
control of big, networked groups of computers — like smart-
phones. A range of technologies, many deeply mathemati-
cal and statistical, exist which allow an infrastructure to do
things that you might assume would need a lot of transfer
and centralisation of sensitive data.

Consider the keyboard. Keyboards on tiny little touch-
screens work because they are predictive, and try to work
out what you wanted to type, rather than what you precisely,
physically did. This requires a lot of learning about different
types of people and the ways their hands write and type, and
styles across languages and dialects. It also requires a lot
of information about vocabulary. If you are someone who
types a lot of niche words, or names from your contacts, your
phone will be personalised to that. But the global model —
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the model shipped to all phones, and regularly updated —
needs to learn about the new vocabulary and styles that are
emerging over time, else people would experience constant
cycles of personal frustration as the world changed, as well
as a long period of adjustment and training (both for them
and their device) every time they got a new phone.

This kind of learning could happen through the central col-
lection of a large amount of data, but consider for a moment
how risky that would be. How would the device know what
was bland and safe to send, and what was sensitive and could
disclose private things about the people involved? Messen-
gers that were end-to-end encrypted, or files that were being
typed in and designed to be confidential, could no longer
make those privacy and security guarantees when the data
from the keyboard itself was leaving the device. What would
stop a password, or banking ‘memorable information’ from
being sent? After all, this is why cybercriminals often use
‘key-loggers’, either malicious spyware or actual physical,
tampered-with keyboards people break into organisations
toinstall, in order to exfiltrate the information being entered
onto them.

Instead, keyboards on smartphones, including iPhones,
use technologies such as federated learning to improve key-
boards as a whole. This is a form of machine learning where
a model can be updated in lots of little fragments from lots
of different sources. It can be made to preserve the confiden-
tiality of data used to create these fragments with statistical
safeguards, such as a large amount of added noise, which
make it difficult or impossible (depending on who you ask) to
work out centrally what was being typed on any one phone.
The noise added to each individuals’ contribution to the
updated model is so extreme it is designed to make each
users’ contribution look like nonsense, but at the enormous
scale that Apple runs at, the noise gives way to a signal about
the way in which typing and language is changing.

These technologies sit alongside a wide variety of others.
Consider, for example, Apple’s ‘Iconic Scenes’. This technol-
ogy, running in the background of every modern iPhone,
sees Apple assemble a central database of what kind of pho-
tos people take where, in order to choose the right album
covers for people’s ‘memories’. It is done through an incred-
ibly technically involved pipeline — photos are tagged with
an on-device neural network as to what is in them, and then
some noise is added to the location and the description of
the photo. Apple receives these noisy image descriptions
and from the aggregation of all the noisy image descrip-
tions, works out which are the images people like to take,
and where, so they can show apt and salient photos to peo-
ple.

While these two examples seem fairly innocuous, they im-
ply that infrastructures have the ability to expand greatly
(especially in light of the detailed sensors they have) to learn
a huge amount about the world. With great knowledge may
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come great power, and the need to constrain that power.
Consider if a firm with infrastructural power like Apple’s
decided to learn about the location of all the LGBT venues in
a city, by using on-device analysis of people’s search history
and user profiles, and people’s common geolocation pat-
terns on their mapping apps. It would be totally plausible to
produce a list of where people who are, based on on-device
analysis, assumed to be LGBT, hang out in groups, and if
these groups were large enough, it can be argued this is in-
formation about the city, or the environment, not personal
data relating to a single person. But put this technology
in a repressive regime, and you can see that the value of
non-personal data or knowledge is not ethically neutral, but,
especially when derived and aggregated from personal infor-
mation, comes with important questions about who gathers
it, how, and for what purposes.””

There are quite detailed legal questions here, which this
chapter cannot hope to do more than highlight. To what
extent is data protection triggered here, given that the cen-
tral organisation does not itself hold personal data about
individuals, but instead such data stays on users devices?
This is a complex question, because the law does not antici-
pate situations where no data controller has access to the
data, and so even if the law does apply due to its wide scope,
it does not always make a lot of sense.”® To what extent
can individuals opt-out of this? Possibly, using rights in
the e-Privacy Directive, but these are quite blunt and broad,
referring to anything stored on or retrieved from a terminal
device. If this avenue is explored to deeply, given the wide
text of the law, we may find there are very few things that
would not require consent online.””’

Infrastructures fundamentally challenge our understand-
ing of data collection and analysis, which commonly fo-
cusses on words like collect, accumulate, access, or similar.”®
None of those verbs are needed here, as infrastructures com-
pute over data whilst leaving it where it is. Infrastructure is
effectively a substitute for data amalgamation. Regulators
have already encountered versions of these issues through
technologies such as Google’s proposed ‘Privacy Sandbox’,
which saw attempts (largely shot down for now by competi-
tion authorities) to abolish third-party cookies on websites,
and instead store data about people’s behavioural habits
on their devices, and learn about them in a distributed way
using some of the technologies described above.” Such
technologies continue with profiling and manipulation, but
may fix some issues of confidentiality. In general, infras-
tructures for surveillance and data processing will force us
to more thoroughly ask — what (if anything) do we feel is
wrong about behavioural analysis and interventions once
such analysis and interventions happen in total confidence?

These issues become increasingly important as Al sys-
tems are sold by entities like Apple, which integrate
with on-device data (through technologies called retrieval-
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augmented generation and semantic indices) to allow people
to analyse, reason about and connect everything together,
across apps and services. How will these systems improve,
and who will benefit from such improvement? As always,
an underlying issue in technology law is cui bono — who
benefits?

8 Concluding remarks

In this chapter, we have attempted to give an introduction
to how smartphone infrastructures interplay with issues
of internet law. The breadth of this topic means no single
section can be as deep or comprehensive as we might wish.
There are many more questions we have not covered, and
some may not yet have been considered at all. One thing
we know is that infrastructures such as smartphone devices
are crucial to the governance of the modern internet and
are a site of regular contestation.

Even as this chapter has been finalised, there are grow-
ing discussions of areas that could not be included, such as
client-side scanning — the technology that may require oper-
ating systems to scan for illegal content, such as child sexual
abuse material, or to scan content sent or viewed by minors
to prevent inappropriate material reaching them. There are
also prominent discussions about intimate partner abuse,
much of which is entangled with questions of tracking us-
ing mobile devices and infrastructures like Apple’s Find My
network, or the generation of Al-altered images for intimate
image abuse using models that can run on people’s devices.

All of the issues discussed here require some synthesis of
technical understanding with legal creativity. A lot of the
time, our contemporary ways of talking about technologies
and data are challenged by infrastructure, which requires us
to think in ways that may be unfamiliar or to use analogies
we would not first turn to. The law, too, is often written with
particular technical and economic arrangements in mind,
and not all of these hold true as technologies change (even
if there were ambitions to write the laws in a ‘technology-
neutral’ manner). Infrastructural power is hard to charac-
terise or summarise. By their very nature, infrastructures
facilitate some forms of activity and constrain others. This
means we have to be open to analysing them in an equally
fluid way. Creating a vocabulary for discussing them will be
crucial for the internet lawyers of the future.
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